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- OOD Detection

Out-of-Distribution: OOD
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- OOD Detection

Out-of-Distribution Detection
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- OOD Detection

Out-of-Distribution Detection

;ut ! distribution Detection in Image Classification
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A Baseline for Detecting Misclassified and
Out-of-Distribution Examples in Neural Networks
(2017, ICLR)
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Introduction
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Published as a conference paper at ICLR 2017

A BASELINE FOR DETECTING MISCLASSIFIED AND
OUT-OF-DISTRIBUTION EXAMPLES
IN NEURAL NETWORKS

Dan Hendrycks* Kevin Gimpel
University of California, Berkeley Toyota Technological Institute at Chicago
hendrycks@berkeley.edu kgimpel@ttic.edu

ABSTRACT

We consider the two related problems of detecting if an example is misclassified or
out-of-distribution. We present a simple baseline that utilizes probabilities from
softmax distributions. Correctly classified examples tend to have greater maxi-
mum softmax probabilities than erroneously classified and out-of-distribution ex-
amples, allowing for their detection. We assess performance by defining sev-
eral tasks in computer vision, natural language processing, and automatic speech
recognition, showing the effectiveness of this baseline across all. We then show
the baselme can sometimes be surpassed, demonstrating the room for future re-
search on these underexplored detection tasks.
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Motivations
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Motivations
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Motivations
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OOD score
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Jl Bascline

OOD score
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Enhancing the Reliability of Out-of-Distribution

Image Detection in Neural Networks
(2018, ICLR)
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Shivu Liang Yixuan Li Baseline 4Hendr_vcks & GimpelHZOl?b / ODIN
Coordinated Sci Lab, Depa t ECE University of Wisconsin-Madison*
University of Uinos at Urbama-Champaign sharonligos wise eda TinyImageNet (crop) 34.7/4.3 10.0/47  95.3/99.1  96.4/99.1  93.8/99.1
sliang26@illinois.edu Dense-BC TinyImageNet (resize) 40.8/7.5 11.5/6.1 94.1/98.5 95.1/98.6 92.4/98.5
St CIFAR 10' LSUN (crop) 39.3/11.4 10.2/7.2 94.8/97.9 96.0/98.0 93.1/97.9
. drikant - - g /
S | Seience Lab. Department of ECE LSUN (resize) 33.6/3.8 9.8/44 954992 96.4/99.3  94.0/99.2
University of Tllinois at Urbana-Champaign Uniform 23.5/0.0 5.3/0.5 96.5/99.0  97.8/100.0  93.0/99.0
rerikant@illinois.edu Gaussian 12.3/0.0 4.7/0.2 97.5/100.0  98.3/100.0  95.9/100.0
TinyImageNet (crop) 67.8/26.9 36.4/12.9 83.0/94.5 85.3/94.7 80.8/94.5
ABSTRACT TinylmageNet (resize) 82.2/57.0 43.6/22.7 70.4/85.5 71.4/86.0 68.6/84.8
We consider the problem of detecting out-of-distribution images in neural networks. Dense-BC LSUN (Cl‘O.p) 60.4/18.6 37.2/9.7 83'7/96..6 86.2/96.8 809/96.5
We propose ODIN, a simple and effective method that does not require any change CIFAR-100 LSUN (resize) 83.3/58.0 44.1/22.3 70.6/86.0 72.5/87.1 68.0/84.8
to a pre-trained neural network. Our method is based on the observation that using ’ Uniform 100.0/100.0  35.86/17.9 43.1/99.5 63.2/87.5 41.9/65.1
temperature scaling and adding small perturbations to the input can separate the Gaussian 100.0/100.0 41.2/38.0 30.6/40.5 53.4/60.5 37.6/40.9

softmax score distributions between in- and out-of-distribution images, allowing

for more effective detection. We show in a series of experiments that ODIN
is compatible with diverse network architectures and datasets. It consistently
outperforms the baseline approach by a large margin,
establishing a new state-of-the-art performance on this task. For example, ODIN
reduces the false positive rate from the baseline 34.7% to 4.3% on the DenseNet
(applied to CIFAR-10 and Tiny-ImageNet) when the true positive rate is 93%.
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Temperature Scaling
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Temperature Scaling
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Temperature Scaling
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Temperature Scaling
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Temperature Scaling
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Temperature Scaling
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Temperature Scaling
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Temperature Scaling
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Input Preprocessing
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Input Preprocessing
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A Simple Unified Framework for Detecting
Out-of-Distribution Samples and Adversarial Attacks
(2018, NeurlPS)
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Mahalanobis-Based Score

Introduction

¢ DEO| OlAE HEOA ZBE|E fgture®| SX7} Z2|A 2 multivariate Gaussian distributionS [HECH= 7

% HIAE ME9| feature vector?} Gaussian distribution 1+ vector®| Mahalanobis distanceS 225 OOD score K| 9F

A Simple Unified Framework for Detecting
Out-of-Distribution Samples and Adversarial Attacks

Kimin Lee!, Kibok Lee?, Honglak Lee®?, Jinwoo Shin'*
!Korea Advanced Institute of Science and Technology (KAIST)
“University of Michigan
3Google Brain
*Altrics

Abstract

Detecting test samples drawn sufficiently far away from the training distribution
statistically or adversarially is a fundamental requirement for deploying a good
classifier in many real-world machine learning applications. However. deep neu-
ral networks with the softmax classifier are known to produce highly overconfident
posterior distributions even for such abnormal samples. In this paper, we propose
a simple yet effective method for detecting any abnormal samples, which is appli-
cable to any pre-trained softmax neural classifier. We obtain the class conditional
Gaussian distributions with respect to (low- and upper-level) features of the deep
models under Gaussian discriminant analysis, which result in a confidence score
based on the Mahalanobis distance. While most prior methods have been evalu-
ated for detecting either out-of-distribution or adversarial samples, but not both,
the proposed method achieves the state-of-the-art performances for both cases in
our experiments. Moreover, we found that our proposed method is more robust
in harsh cases, e.g., when the training dataset has noisy labels or small number of
samples. Finally, we show that the proposed method enjoys broader usage by ap-
plying it to class-incremental learning: whenever out-of-distribution samples are
detected, our classification rule can incorporate new classes well without further
training deep models.
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Mahalanobis Distance
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Mahalanobis Distance
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Mahalanobis Distance
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Mahalanobis Distance-Based Confidence Score
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Mahalanobis Distance-Based Confidence Score
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Mahalanobis Distance-Based Confidence Score
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Feature Ensemble
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(c) SVHN

Index of basgic block

(b) LSUN

Index of basic block

(a) TinyImageNet (d) DeepFool
Figure 2: AUROC (%) of threshold-based detector using the confidence score in (2) computed at
different basic blocks of DenseNet trained on CIFAR-10 dataset. We measure the detection perfor-
mance using (a) TinyImageNet, (b) LSUN, (¢c) SVHN and (d) adversarial (DeepFool) samples.
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Feature Ensemble
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Input Preprocessing
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Experimental Results
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Introduction
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Abstract

Determining whether inputs are out-of-distribution (O0OD) is an essential building
block for safely deploying machine learning models in the open world. However,
previous methods relying on the softmax confidence score suffer from overconfi-
dent posterior distributions for OOD data. We propose a unified framework for
00D detection that uses an energy score. We show that energy scores better distin-
guish in- and out-of-distribution samples than the traditional approach using the
softmax scores. Unlike softmax confidence scores, energy scores are theoretically
aligned with the probability density of the inputs and are less susceptible to the
overconfidence issue. Within this framework, energy can be flexibly used as a
scoring function for any pre-trained neural classifier as well as a trainable cost
function to shape the energy surface explicitly for OOD detection. On a CIFAR-10
pre-trained WideResNet, using the energy score reduces the average FPR (at TPR
95%) by 18.03% compared to the softmax confidence score. With energy-based
training, our method outperforms the state-of-the-art on common benchmarks.
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Energy-Based Model

< SAZEIS0IAM oKX ot AAE LI RAHS0| EXE =Es #oioks 22|82 &

% 0| 7HE2 =H28M (x,y) At0]2| dependencyS XIS E3|| 21 A ES= Energy-Based Models (EMBs) &t
< (xy)’F =BtE HO2H %2 0HX|E 7HX] 3, S8 H|02HH &2 O|HX|E 7HK| =5 Sh= energy surface S5
Boltzmann Distribution Surface of Energy E(x,y)
e_E(x'y)/T —E(x,y)/T
(ylx) =
Py f o= ECey")/T e—E(x)/T
Helmholtz free energy
Partition function

E(x) = —T *log j e~ ECy)/T

!

y

OREA U ..
41 CH =yl .ﬂ:\ 833$j‘,(‘;r;%yﬂcs LeCun, Yann, et al. "A tutorial on energy-based learning." Predicting structured data 1.0 (2006).

4 KOREA UNIVERSITY




Il Energy-Based Score

Energy-Based Model
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Classification Model as EBMs
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Classification Model as EBMs
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Softmax Score vs Energy Score
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Softmax Score vs Energy Score
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Energy-bounded Learning for OOD Detection
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Reuslts
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